Dear Potential DDI Client: 

On the following pages you will find information on how to create a typical RFP focused on awarding security services; either as an ongoing security service program or as a  project/one-time fashion. 

The sections are as follow:


Page 1:

Instructions

Pages 2-5: 
The basic components of an RFP; 15 Sections.
Pages 6-9:
A list of potential services and associated criteria for each requested service.
First, you should modify the basic components of the RFP template to customize specifically to your company. Please replace <NAME OF COMPANY> with the name of your company. Continue in this fashion changing all generic references until the RFP reflects all of your company information.
Next, you should reference pages 6-9 and cut and paste each of the services you are requesting into section 5.1 containing the following comment: INSERT REQUESTED SERVICE(S) HERE. Please feel free to modify this section accordingly but realize these criteria are important to each of the requested services. 

Once you have completed these customized changes, you should have a RFP to distribute to the security suppliers you have selected to participate in this effort. 

Should you have questions on any of these direction and/or would like assistance, please feel free to contact Donald Legate at don.legate@ddifrontline.com or call me at 281-980-2348.
Good luck in your RFP endeavor.
INSERT COMPANY LOGO
Request for Proposal

<NAME OF COMPANY>
Information Security Solutions

Issued <MONTH>, <DAY>, <YEAR>
1. Organization

<NAME OF COMPANY> (<ABBREVIATED NAME OF COMPANY, IF ABBREVIATION IS DESIRED>) is a $<NUMBER> <million or billion> <public or private> company located in <CITY>, <STATE>, serving more than <NUMBER> customers from our headquarters in <location>.  More information about < NAME OF COMPANY > can be found at: http://website.com. For purposes of the RFP, <NAME OF COMPANY> will be referenced as Company through-out this RFP.

2. RFP Administration

2.1. This Request for Proposal (RFP) is prepared by Company to procure proposals from qualified security service companies (hereafter referred to as Supplier) that are willing and able to provide external and internal security audit and penetration testing services to Company, compliant with NIST, SCAP, OCTAVE and/or other relevant security industry standards.  The selected Supplier will work with Company’s Information Technology staff and selected end user departments to assess the strength of Company’s information security.
2.2. Any questions relating to this RFP, and all responses to the RFP, should be directed via email to the following Company Point of Contact:

<POINT OF CONTACT>, <TITLE>
Phone:  
<TELEPHONE NUMBER>
<NAME OF COMPANY>
Fax:  
<FACSIMILE NUMBER>
<STREET ADDRESS>
email:  
<EMAIL ADDRESS>
<CITY, STATE   ZIP CODE>
2.3. It is Company’s intent to adhere to the following RFP timeline: 



TASK






DEADLINE
· RFP Issuance
 





DATE
· Supplier confirms RFP receipt and provides Contact Data
DATE (5 days from Issuance)
· Supplier Questions Submission via Email


DATE (10 days from Issuance)
· Questions and Answers Distributed to All Suppliers

DATE (15 days from Issuance)
· Supplier Proposals Submission Deadline


DATE/TIME (20 days from Issuance)
· Supplier Selection





DATE (30 days from Issuance)
· Contract Execution





DATE (35 days from Issuance)
3. Objectives

3.1. It is Company’s intent to select a Supplier that can demonstrate solid experience in delivering information security solutions that improve network security, strengthen governance, and support regulatory compliance.  These solutions should include consideration for proactive and progressive security services, environmental assessments, employee and customer security education and awareness, and comprehensive risk management.

3.2. Suppliers are encouraged to describe in detail the level of support provided in delivering the services and that Company should consider when selecting an information security Supplier of choice.  Consideration should be given to:

· Client Support Representatives specific certifications and education requirements
· Security Analysts and the certifications held by these Supplier staff members
· Service Delivery Platforms and Management Tools
· Standards compliance of Supplier tools/services to guidelines such as NIST, SCAP, OVAL PCI, etc. 
· Other
3.3. These services should be clearly shown as optional and priced in a menu-based fashion within the Supplier’s response.

4. Company Environment

· Total number of employees:


_____
· Count of active external devices (IP count):
_____
· Count of active internal devices (IP count):
_____
· Locations that may be within scope of the requested on-site services
· Special considerations such as VoIP network testing and/or Web Application Testing
5. Company’s Technical Requirements

5.1. The services desired by Company are:


INSERT REQUESTED SERVICE(S) HERE 

6. Commercial Requirements

6.1. Supplier must include monthly, annual, and multi-year pricing options in proposal response.

6.2. Supplier must include month-to-month, annual, and multi-year contracting arrangements in proposal response.

7. Other Requirements

7.1. Supplier must provide references for three (3) clients for whom they have provided security assessment services.  Give the client name, contact person, title, phone number, and address.

7.2. Supplier must describe the percentage of CISSP certified analysts on staff and the other types of certifications the analyst staff have attained.

7.3. Supplier must provide a list of personnel (names not required) that are available to work on our assessment, and their qualifications.

7.4. Supplier must describe how it ensures that employees maintain the highest personal and ethical standards and are not prone to being compromised personally.

7.5. Supplier must describe how long it has been providing security services and assessments within the security services industry.

8. Response Preparation

8.1. Each response should contain as much of the following information as possible:

· Corporate Profile – General overview of the Company.
· Executive Summary – Brief description of the response.

· Schedule of Fees – Menu pricing of services proposed.

· Responses to Company’s Requirements – Answers to section 5.1 service requirements.

· Statements of Work – Detailed description of each service proposed, description of deliverables, project time frame, and service hours.

· Company’s Roles and Responsibilities – Description of documents and resources that will be required of Company in order to deliver services.

· Technology Overview – Description of technology and platforms used to deliver services.

· Appendices
· Service Agreement – Provide all contractual terms and conditions.

· Sample Reports – Provide sample reports for each service proposed.

· White Papers – Provide at least two articles or white papers that your company staff has authored.

· Sample Resumes – Representative sample of security analysts that will support Company’s assessments.

9. Response Submission
9.1. Bidders responding to this Request for Proposal should provide one (1) electronic copy of their proposal.  At least one (1) hard copy must be available upon request.  
9.2. All bids must be received by Company as described in the preceding RFP timeline. It is the bidder’s responsibility to ensure that the bid is received before the time set and the place identified for receipt of bids.  Bids received after the deadline will be considered as non-responsive in connection with this solicitation.  Submission of electronic versions and hardcopy versions of your bid must be made prior to the RFP submission date and to the Company’s Point of Contact as previously provided. Company will acknowledge receipt of all proposals submitted.
10. Rejection of Bids

10.1. The Company’s RFP Evaluation Committee reserves the right to reject any or all bid proposal as unresponsive, and to waive any irregularities or errors.
11. Proposal Validity

11.1. All submitted Supplier bids must remain valid for a minimum period of forty five (45) days after the proposal submittal deadline.
12. Confidential and Proprietary Information

12.1. Company fully expects all respondents to respect the confidentiality of proprietary information.  As part of this RFP, respondents may be exposed to confidential information.  As such, we mutually agree to keep confidential all activities associated with the bidding process whether Supplier is awarded the contract or not.  

13. Questions, Inquiries, and Clarifications

13.1. Any questions or other inquiries from Supplier concerning this solicitation must be submitted in writing to Company’s Point of Contact using the contact information above.  Any attempt to circumvent this process will result in the immediate disqualification from the evaluation process.

14. Reliance on Company’s Oral Comments

14.1. For the purpose of this request, no firm may consider an oral representation or statement by an officer, employee, or agent of Company as an official expression on its behalf.  Only the representation or statement made via written communication from Company’s Point of Contact shall be considered valid.

15. Disclaimers

15.1. Supplier is hereby advised that Company is not committed to any course of action as a result of its issuance of this Request for Proposal and/or its receipt of a bid as your response to it.  In particular, you should note that Company
· May reject any proposal that does not conform to instructions and specifications contained herein.

· Will not accept any proposals after the stated deadline.

· May not necessarily accept the lowest priced proposal.

· May negotiate with one or more firms.

· May reject all proposals, if so desired, and/or not award a contract at all.

· May award only a portion of the contract.

· Is not confined to awarding a contract, or awarding a contract by any date specified in the RPF timetable. 
15.2. You are also advised that Company will not reimburse Supplier for any proposal preparation costs or other work performed in connection with this request, regardless of whether Supplier is awarded a contract or not.  In addition, any materials submitted to Company prepared by the selected Supplier would be, and shall remain, property of Company.

Company’s Technical Requirements: Please select from the following list the services being requested in this RFP. Cut and paste each requested service and related bullet list of criteria into the RFP body in section 5.1 where the phrase INSERT REQUESTED SERVICE(S) HERE  currently resides.
Vulnerability Scanning Services
Company would like these services delivered (Pick all that apply: on-demand, weekly, monthly, quarterly, annually, other). 
Supplier should:
1. Describe the Scope, Approach and Methodology of the vulnerability assessments process/program.
2. Describe any standards that will be followed while providing vulnerability management services 
3. Describe the type and frequency of the proposed service 
4. Indicate how vulnerability scanning assessments are performed and what hardware/software is required to deliver the service.
5. Describe how scan profiles and scheduling will be set-up and maintained for Company.
6. Describe how organizational risks are assigned to vulnerabilities discovered.
7. Describe how risks are assigned to individual hosts on the Company network.
8. Describe remediation report frequency, how remediation progress will be reported and how Company’s remediation efforts will be project managed. 
9. Describe how implicit and explicit vulnerabilities are reported
10. Describe how “acceptable risk” and “false positives” are handled and the rate of occurrence within Supplier’s vulnerability scanning solution. 
11. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
12. Explain what measures are in place to insure that Company data will remain confidential.
Penetration Testing
Company would like these services delivered (Pick all that apply: on-demand, weekly, monthly, quarterly, annually, other). 
Supplier should:
1. Indicate how penetration testing is performed and what hardware/software is required to deliver the service for:
a. External penetration testing
b. Internal penetration testing
2. Describe any standards that will be followed while providing penetration testing services.
3. Describe the type and frequency of the proposed service. 
4. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
5. Describe remediation report frequency, how remediation progress will be reported and how Company’s remediation efforts will be project managed. 
6. Explain what measures are in place to insure that Company data will remain confidential.
Network Security Architecture Review
Company would like their network security architecture reviewed in order to assess the security posture of the Company network environment.
Supplier must describe:
1. Indicate how a Network Security Architecture Review is performed.
2. What is required of Company to deliver the service?
3. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
4. Explain what measures are in place to insure that Company data will remain confidential.
Physical Site Audit
Company would like this service delivered for the following location(s): INSERT LOCATIONS AS NECESSARY

Location Name:

Location Street Address:
Location City, State. 
Supplier must describe:
1. Indicate how a Physical Site audit is performed.
2. What is required of Company to deliver the service?
3. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
4. Explain what measures are in place to insure that Company data will remain confidential.
Social Engineering –On-site and/or Remote 
If On-site, Company would like this service delivered for the following location(s): INSERT LOCATIONS AS NECESSARY

Location Name:

Location Street Address:
Location City, State. 
1. Indicate how Social Engineering (On-site and/or Remote) services are performed.
2. What is required of Company to deliver the service(s)?
3. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
4. Explain what measures are in place to insure that Company data will remain confidential.
Supplier must describe:
Wireless Network Assessment
Company would like this service delivered for the following location(s): INSERT LOCATIONS AS NECESSARY

Location Name:

Location Street Address:
Location City, State. 
Supplier must describe:
1. Indicate how a Wireless Network Assessment is performed.
2. What is required of Company to deliver the service?
3. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
4. Explain what measures are in place to insure that Company data will remain confidential.
Web Site Penetration Testing
Company would like this service delivered for the following web sites: 
INSERT WEB SITES AS NECESSARY

Web site #1: ________________

Web site #X: _______________
Supplier must describe:
1. Indicate how a Web Site Penetration Test is performed.
2. What is required of Company to deliver the service?
3. Describe level of reporting, formats for reporting and the delivery of assessment results including sample reports.
4. Explain what measures are in place to insure that Company data will remain confidential.
Security Awareness Training – Customers and/or Employees
Supplier must describe:
1. The training program(s) that will be provided to Company.
2. The architecture of each program.
3. How the service(s) will be delivered/implemented.
4. The list of training topics/content within the program(s). 
5. The capability to report usage, topic/chapter completion and/or successful review and completion of course content. 
Information Security Policies
Company would like to: INCLUDE EACH AS APPROPRIATE
· Have the Supplier review the current Company policy set.
· Obtain a set of policy templates based on industry best-practices.  
· Obtain an online policy management system. 
Supplier must describe:
1. What is required of the Company in order for the Supplier to complete a review of each of the Company policies?
2. Types and subject content of each best-practice policy available.
3. How the service(s) will be delivered/implemented.
Information Risk Assessment
Company would like to complete a risk assessment of all information critical to the Company’s ongoing operations. 
Supplier must describe:
1. Any standards that will be followed while providing risk assessment services.
2. The architecture of the risk assessment program.
3. Describe the type of options available for delivery/implementation of this service. 
4. Explain what measures are in place to insure that Company data will remain confidential.
<NAME OF COMPANY CONFIDENTIAL>
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